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attacks, such as the shutting down of the 
eBay and Amazon websites, were done by 
script kiddies.

• Hactivists. In reference to their
methods, these individuals are similar to 
those hackers described above. They differ, 
however, in their motives. Hactivists attempt 
to hack computer systems or networks that 
will provide them an avenue to spread their 
political message. They may access the server 
that stores a webpage and then modify the 
page to reveal their message.

• Cyber terrorists. These individuals
access computer systems linked to critical 
infrastructures, such as water purification, 
electricity, and nuclear power plants. Such 
“attacks” can cause damage or even death 
due to loss of service. These hackers are 
relatively new but are gaining attention and 
inspire a great deal of public fear.160

Identity Theft
Identity theft is defined as “the procuring of . . . false identity regardless of its use . . .  
[often] to commit identity fraud, but in some cases, it is used by criminals and ter-
rorists to establish false identities and escape detection.”161 There are generally three 
different types of identity theft. The first type is when the identity thief assumes the 
life of the victim. One possible motivation for this form of identity theft is that of 
someone engaging in organized criminal activities. The trail left behind would lead to 
someone else, with no affiliation to the criminal organization, rather than to the thief. 
This type of identity theft is rare, possibly because taking over an individual’s life is 
extremely difficult.

The second form of identity theft is beginning to evolve but has received little attention, 
perhaps due to the lack of financial or physical harm to its victims. This type of identity 
theft is “virtual” identity theft. Today, most Internet users create a screen name. Recently, 
individuals have stolen others’ screen names for the purpose of, for example, harassing 
people or spamming other users.

The third type of identity theft is the most common. It occurs when a victim’s credit 
identity is stolen, such as his or her Social Security number or other identifying informa-
tion. Subsequently, the offender will use this stolen information to apply for credit in 
the victim’s name.162 There are various approaches to obtaining an individual’s identity, 
including the following:

1. Carding. This refers to stealing a victim’s credit card information and subse-
quently using the information to purchase items, especially electronics. A key feature of 
carding is delivery of purchased items. One method has been to have the items delivered 
to a shipping facility (e.g., Mail Boxes Etc. or The UPS Store) where the offender can open 
a fake account to store these items.

2. Dumpster diving. This method involves offenders obtaining materials, such as
credit card carbons or preapproval credit card forms, that include identity information. 
One new development in this area is dumpster diving in university unions, particularly 

identity theft: occurs 
when an individual obtains 
a false identity to commit 
identity fraud; can be used 
by criminals and terrorists 
to establish false identities 
and escape detection.

In 2015, a group of hackers stole data from the Ashley Madison website – 
a website that provides services to individuals wanting to engage in 
extramarital affairs.


